Abstract: Chaotic external-cavity semiconductor laser (ECL) is a promising entropy source for generation of high-speed physical random bits or digital keys. The rate and randomness is unfortunately limited by laser relaxation oscillation and external-cavity resonance, and is usually improved by complicated post processing. Here, we propose using a physical broadband white chaos generated by optical heterodyning of two ECLs as entropy source to construct high-speed random bit generation (RBG) with minimal post processing. The optical heterodyne chaos not only has a white spectrum without signature of relaxation oscillation and external-cavity resonance but also has a symmetric amplitude distribution. Thus, after quantization with a multi-bit analog-digital-convertor (ADC), random bits can be obtained by extracting several least significant bits (LSBs) without any other processing. In experiments, a white chaos with a 3-dB bandwidth of 16.7 GHz is generated. Its entropy rate is estimated as 16 Gbps by single-bit quantization which means a spectrum efficiency of 96%. With quantization using an 8-bit ADC, 320-Gbps physical RBG is achieved by directly extracting 4 LSBs at 80-GHz sampling rate. 
Introduction
Fast physical random bit generation (RBG), used to supply digital key, is of vital importance to information security of current high-speed optical communication [1] [2] [3] [4] . In recent years, physical RBG based on chaotic external-cavity semiconductor lasers (ECLs) has attracted intensive attention because the generation speed can readily exceed one gigabit per second (Gbps) [5, 6] . The first experimental demonstration achieved 1.7-Gbps random bit sequence by single-bit extraction, which uses a 1-bit analog-to-digital converter (ADC) to converts a sampling point of chaotic light into a digital bit 0 or 1 [7] . Recently, the entropy rate has been increased by enhancing the bandwidth of laser chaos with additional optical injection [8, 9] , for instance, 20-Gbps RBG was achieved using three cascaded semiconductor lasers [10] . More interestingly, the rate of RBG can be greatly improved to hundreds of Gbps and even over Tbps by using multi-bit extraction method, in which each sampling point is converted to several digital bits by using a multi-bit ADC [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] .
In the multi-bit extraction, post processing is required to improve randomness of generated bits. Otherwise, only binary output from a few least significant bits (LSBs) of ADC can be selected as random bits which can pass randomness tests, due to ECL's randomness defects including sharp spectrum, asymmetrical distribution, and time-delay signature. Many post-processing methods have been developed, which can mainly be classified into three types: derivative [11] [12] [13] [14] [15] , time-shift XOR [10, [16] [17] [18] [19] , and over-resolution extraction [14, 15, 20] . However, the post-processing methods become more complicated for generation rate higher than one hundred Gbps. For example, demonstrated by Kanter et al., first-order derivative post processing obtained 12.5-Gbps (5 LSBs retained × 2.5 GHz sampling rate) random bits from a chaotic ECL [11] ; by contrast, achieving 300 Gbps (15 LSBs × 20 GHz) required 16th-order derivative [14] . Note that, in the latter work the number of LSBs retained is larger than the 8-bit resolution of ADC used. This actually is another post-processing method called over-resolution extraction which involves a processing of increasing the resolution of sampling values by introducing ADC-noise-related computational redundancy through derivative or numeric type conversion [15, 20] . For XOR processing, as reported by Uchida et al, a generation rate of 400 Gbps (8 LSBs × 50 GHz) was achieved using a bandwidth-enhanced chaos with bit-order reversal time-shift XOR [17] , whereas only 75 Gbps (6 LSBs × 12.5 GHz) was obtained without bit-order reversal [16] . These complicated post-processing methods are usually operated offline and time consuming, and thus cannot support real-time generation of random bits. In addition, post processing like over-resolution extraction relying on computational redundancy even can result in pseudo randomness [15] .
Therefore, it is interesting to construct a high-speed multi-bit true RBG with minimal post processing which does not include any other post processing except for LSBs retaining. The solution is finding a way to improve randomness defects of laser chaos mentioned above. Recent attention is focused on the suppression of time-delay signature [13, [21] [22] [23] [24] . Oliver et al. utilized polarization-rotated feedback to suppress the time-delay signature, and then generated 160-Gbps random bit sequence by directly selecting 4 LSBs at a sampling rate of 40 GHz [25] . It should be remarked that only a few small regions of laser bias current and feedback strength can successfully generate random bits. The reason is that in most cases laser chaos has a sharp spectrum and an asymmetrical amplitude distribution [25] . A more obvious way is to rely on chaotic sources that are not generated by external-cavity feedback like optical injection [18] or even on entropy sources that are not related to laser chaos such as amplified spontaneous emission [26] . Unfortunately, post processing is still required. This is because the optical injection-induced laser chaos remains having sharp spectrum and asymmetric amplitude distribution, and the amplified spontaneous emission still has asymmetric amplitude distribution due to optical filtering. Consequently, finding a wideband entropy source without all of above defects is the key to realize high-speed multi-bit RBG with minimal post processing.
Our previous work found that optical heterodyning of two chaotic ECLs can readily obtain a wideband chaos referred to as white chaos, which not only has no time-delay signature but also has a flat spectrum and a symmetric distribution [27] . In this paper, taking this optical heterodyne white chaos as physical entropy source, we experimentally demonstrate fast true RBG with minimal post processing. In our experiments, a white chaos with 16.7-GHz bandwidth is generated and used, of which the entropy rate is estimated as 16 Gbps by single-bit extraction. After quantization using an 8-bit ADC, 320-Gbps physical random bits are achieved by directly extracting 4 LSBs at 80-GHz sampling rate.
Experimental setup
The experimental setup of RBG using optical heterodyne white chaos is presented in Fig. 1 . It includes two parts: generation and quantization of white chaos. For generation of white chaos, as shown in the left box, two external-cavity lasers are constructed, each of which consists of a distributed feedback semiconductor laser (DFB 1,2 ) subject to optical feedback from a fiber mirror (M 1,2 ). Note that the laser facet and the mirror comprise a feedback external cavity. In the feedback cavity, a polarization controller (PC 1, 2 ) is used to match the polarization state of feedback light to that of the laser, and a variable attenuator (VA 1, 2 ) is utilized to adjust the feedback strength to change the dynamic state of the laser. After optical isolators (OI 1,2 ), the outputs of two ECLs are mixed through a 3-dB fiber coupler, and then the optical heterodyne signal is detected by a balanced photo-detector. The heterodyne signal is expressed as 2(I 1 I 2 ) 1/2 sin(2πΔνt + φ 2 -φ 1 ), where I 1,2 and φ 1,2 are the intensity and phase of lasers DFB 1,2 , and Δν is the optical frequency difference of two lasers. As plotted in the right box, the optical heterodyne signal is inputted to and quantized by an 8-bit ADC: each sampling point is converted into 8-bit binary digits. The random bits are generated by extracting binary digits of several LSBs and discarding the other most significant bits (MSBs). In our experiments, the lasers DFB 1 and DFB 2 (Eblana, EP1550-DM-B05-FM) have threshold currents of 13.68 mA and 13.88 mA respectively, and both operate at a bias current of 34.0 mA which are controlled by laser drivers (ILX Lightwave, LDX-3412). The central wavelengths of DFB 1 and DFB 2 are slightly tuned by temperature controllers (ILX Lightwave, LDT-5412) to adjust the frequency difference Δν. The balanced photodetector (u 2 t, BPDV2120R) has a bandwidth of 45GHz. The optical spectra of lasers are measured by an optical spectrum analyzer with a resolution of 0.02nm (YOKOGAWA, AQ6370C). The lasers' intensity output and the heterodyne signal are measured by a radio-frequency spectrum analyzer (Agilent, N9010A, 26.5-GHz bandwidth) and a high-speed real-time oscilloscope (LeCroy, LABMASTER10ZI, 36-GHz bandwidth, 80 GS/s, 8-bit vertical resolution).
Experimental results

Generation of white chaos by optical heterodyning
The properties of the optical heterodyne signal for different parameters have been investigated in our previous work [27] . Here, we outline the conditions of generation of white chaos. First, the two ECLs should have fast phase dynamics which is not dominated by laser relaxation oscillation, so that the heterodyne converting phase into intensity can generate a flat wideband spectrum by controlling the frequency difference. Second, the two feedback delays, i.e. the round-trip time in external cavities, should be incommensurate in principle, so that the external-cavity modes of the two lasers have incommensurate mode frequency intervals. Thus, the heterodyne leads to non-resonance beatings and then totally eliminates the time-delay signatures. It is worth noting that, due to that the number of external-cavity modes is actually finite, the delay condition can be eased as qτ 1 = pτ 2 with large enough integers p and q.
In this experiment, the feedback strength defined as the power ratio of the feedback light to the laser output is adjusted to be -9.3 dB for ECL 1 and -10.6 dB for ECL 2 . The two feedback delays are τ 1 = 93.6ns and τ 2 = 93.1ns. The center wavelengths of DFB 1 and DFB 2 are 1550.51nm and 1550.40nm, respectively, which are red shifted by 0.06nm and 0.04nm compared to the static-state wavelengths due to optical feedback. With these parameters, we experimentally obtain a white chaos by optical heterodyning. Figure 2 shows the characteristics of the white chaos, including radio-frequency spectrum, time-delay signature, temporal waveform and amplitude probability distribution. For comparison, the ECL's intensity chaos is also presented. Due to similarity, we only show the output of ECL 1 in the text for the sake of simplicity. Figures 2(a1) and 2(b1) plot the radio-frequency spectra of the intensity chaos of ECL 1 and the heterodyne white chaos, respectively. For ECL 1 shown in Fig. 2(a1) , a peak approximately at the relaxation frequency can be clearly observed. This peak is much higher than the lowest spectral component and dominates the whole spectrum. These defects greatly restrict the ECL 1 spectrum's bandwidth and flatness. Its effective bandwidth is calculated as 9.1 GHz and the spectrum flatness is 8.1 dB. In addition, as depicted by the inset, the spectrum has an obvious periodic modulation, of which the period corresponds to the reciprocal of feedback delay time (τ 1 ). The periodic modulation is actually the time-delay signature which is harmful to randomness of laser chaos. By contrast, shown in Fig. 2(b1) , the heterodyne chaos has a white-noise-like spectrum free of dominant peaks and periodic modulation, which is why it is called white chaos. The spectrum is wider and flatter than that of the laser chaos. The effective bandwidth increases to 16.7 GHz and the flatness reduces to 3 dB.
The autocorrelation traces of the intensity chaos of ECL 1 and the white chaos are shown in Figs. 2(a2) and 2(b2), respectively, in order to examine the time-delay signature. It is quite apparent from Fig. 2(a2) that the ECL 1 establishes a correlation peak at the feedback delay ( 1 τ ). Such time-delay signature leads to correlation in the extracted random bits and thus results in deterioration of randomness. By contrast, as shown in Fig. 2(b2) , the correlation trace of the white chaos has no peaks at delays τ 1 and τ 2 , indicating the elimination of timedelay signature. The elimination of time-delay signature not only improves the randomness of chaos but also enables a continuously tunable rate of RBG [13] .
The last characteristic we explore is the amplitude probability distribution. Figure 2 (a3) lists the temporal waveform and the corresponding amplitude probability of ECL 1 output, and Fig. 2(b3) plots those of the white chaos. Comparison clearly tells that the white chaos oscillates more symmetrically with respect to its mean value of zero volt. Quantitatively, the white chaos has a skewness of 0.072 which is significantly less than the skewness of ECL 1 which is 0.941. The more symmetrical amplitude distribution of chaos means equilibrium of probability of bits 0 and 1 in RBG [11, 14] .
Estimation of entropy rate
Entropy rate is the fundamental rate of RBG determined by the physical characteristics of entropy source. It can be estimated with largest Lyapunov exponent. But this value is difficult to be calculated for experimental white chaos because of requiring a huge data set [28] . Here, we adopted a more efficient estimation method mentioned in Ref [10] , in which the entropy rate is estimated as the maximum rate of the RBG using single-bit extraction. To estimate the entropy rates of white chaos as well as laser chaos, we extract random bits using single-bit extraction at different sampling rates and examine the corresponding randomness through the National Institute of Standards and Technology (NIST) test suite [29] .
The single-bit extraction process is implemented as follows. The electronic analog signal from the photodetector is quantized to a raw binary sequence by a 1-bit ADC with a comparing threshold which is the median of amplitude distribution. Then, the final random bit sequence is achieved by executing logical XOR between the raw sequence and its duplicate with a 3.7-ns delay. Note that the delay time for XOR operation should not equal the integer multiple of feedback delay in order to avoid correlation. Fig. 3 . Number of passed NIST tests as a function of the sampling period for random bits generated from (a) heterodyne white chaos and (b) ECL 1 . The tests for each generation rate are examined five times, and the median of the numbers of passed terms is denoted as black dots, and the maximum and minimum numbers of passed terms are indicated with red bars. The random bit sequence is treated as passing the NIST tests when the median equals 15. Figure 3(a) shows the NIST test results at different extracting rates for the white chaos, and Fig. 3(b) shows that for the laser chaos for comparison. The NIST test suite consists of 15 statistical terms which are accomplished by using 1000 samples of 1-Mbit sequence with a significance level of 0.01 [29] . The ordinate is the number of passed terms. The lower horizontal axis represents the sampling period, and the corresponding generation rate is labeled on the upper horizontal axis. At each sampling rate, we test five times in order to reduce errors. The median of the numbers of passed terms is plotted as black dots, and the maximum and minimum numbers of passed terms are indicated with red bars. If the median equals 15, the random bit sequence is treated as passing the NIST tests. Shown in Fig. 3(a) , the maximum random bit generation rate, i.e., the entropy rate of the white chaos reaches 16 Gbps. By contrast, the entropy rate of the laser chaos of ECL 1 is estimated as 5.71 Gbps, as shown in Fig. 3(b) . The reason is that the white chaos has a larger effective bandwidth and a smaller spectral flatness. It is worth noting that benefiting from the flat spectrum the white chaos has a higher bandwidth-utilization efficiency reaching about 96%, while the level is only 63% for the laser chaos of the ECL 1 .
In addition, it can also be found that the random bits extracted from the white chaos with rates below 16 Gbps pass all the tests. This means a continuously tunable rate of RBG. This merit is brought by the elimination of time-delay signature. By comparison, RBG taking laser intensity chaos as entropy source cannot tune the generation rate continuously.
Minimal-post-processing 320-Gbps physical RBG
In this section, we experimentally demonstrate random bit generation from the heterodyne white chaos by using multi-bit extraction without any other post processing. In experiments, an 8-bit ADC in the real-time oscilloscope is used to quantize the analog chaotic signal. Each sampling point is converted into 8 binary bits, and N (N ≤ 8) least significant bits of them are retained as output of random bits. The generation rate is thus equal to N times sampling frequency.
We first analyze the possible maximum sampling frequency for the multi-bit extraction by calculating spectra of temporal waveforms which are recovered by digital-analog conversion with N-LSB binary digits. Figures 4(a1)-4(a3) show the spectra of the recovered heterodyne white chaos with different numbers of LSBs, i.e. N = 6, 5, 4, respectively. The corresponding results for ECL 1 are listed in Figs. 4(b1)-4(b3). As shown in Fig. 4(a1) , when we select 6 LSBs, the 3-dB bandwidth of the recovered heterodyne white chaos is increased to 26 GHz, which is about 10 GHz larger than the original bandwidth shown in Fig. 2(b1) . By comparing with Fig. 4(a2) , one can find that the bandwidth further increases as N decreases, which is caused by the nonlinear frequency mixing during selecting LSBs [13, 30] . This bandwidthenhancement effect also appears on the laser intensity chaos, as plotted in Figs. 4(b1)-4(b3) . It is thus concluded that the operation of retaining LSBs enables a high sampling frequency for RBG because of the bandwidth-enhancement effect. In addition, it is worth emphasizing that the recovered heterodyne white chaos still has advantage in bandwidth over the laser intensity chaos. The bandwidth difference even becomes greater. For example, as depicted in Fig.  4(b2) , when 5 LSBs are retained, the bandwidth of recovered laser chaos is about 13 GHz. By comparison, shown in Fig. 4(a2) , the bandwidth of the recovered heterodyne white chaos exceeds 40 GHz, which is the Nyquist bandwidth of the real-time oscilloscope used. This means that a sampling frequency of 40 GHz for RBG is allowed by signal bandwidth when we extract 5 LSBs from the heterodyne white chaos. A higher sampling frequency is possible if we retain 4 LSBs because the bandwidth increases as the number of LSBs decreases. Fig. 4 . Radio-frequency spectra of (a1)-(a3) the quantized heterodyne white chaos and (b1)-(b3) the quantized ECL 1 chaos recovered with 6 LSBs, 5 LSBs, and 4 LSBs, respectively.
Then, we evaluate the randomness of the binary sequence obtained by retaining N LSBs. The randomness is generally represented by correlation and probability distribution. Figures  5(a) -5(c) plot the autocorrelation traces of the decimal sequences separately converted with 5 LSBs, 4 LSBs and 3 LSBs, respectively. As indicated by the blue (black) traces in Fig. 5 , the extracted binary sequence from laser chaos inherits the time-delay signature or correlation as N > 3. We note that further decreasing the number of LSBs retained can suppress the timedelay signature because more features of chaotic dynamics are lost, but resultantly the rate of RBG will be greatly reduced. By contrast, shown in the red (gray) autocorrelation traces, the quantized output from the heterodyne white chaos has no correlation peak for any value of N thanks to the elimination of time-delay signatures by the optical heterodyning. Figure 6(a) demonstrates the amplitude probability distributions of quantization sequences obtained with 5-LSB extraction. The upper and the lower are results of the heterodyne white chaos and the laser intensity chaos, respectively. Note that the decimal integers in the horizontal coordinate denote the corresponding 5-bit binary numbers, for example, 0 representing 00000 and 31 representing 11111. It is clearly shown that the probability distribution for the heterodyne white chaos is much more uniform than that for the laser chaos of ECL 1 . The more uniform the distribution is, the closer the numbers of ones and zeros in generated random bits will be. This means better randomness. To quantitatively evaluate the uniformity, a definition of cumulative probability deviation
where P i is the probability of an N-bit binary number corresponding to a decimal integer i between 0 and 2 N −1. For a uniform distribution, P i = 2 −N and then Δ = 0. This means that a smaller cumulative probability deviation indicates a distribution closer to uniform distribution. According to the definition, the cumulative probability deviation of the quantization sequences obtained with 5-LSB extraction from the heterodyne white chaos is 0.0046, greatly lower than that of ECL 1 which is 0.0950. Figure 6 (b) further depicts the cumulative probability deviation as a function of the number of LSBs retained. As shown in squares, for the heterodyne white chaos the probability deviation is lower than 0.005 as N < 6. This means that these probability distributions for binary sequences extracted with 5 LSBs or less LSBs have a uniform profile similar to the upper one in Fig. 6(a) . By contrast, for the laser chaos plotted in circles in Fig. 6(b) , the cumulative probability deviation is below 0.005 only for N < 3, and then quickly increases with increase of N. The above analysis of probability distribution indicates that compared to the laser intensity chaos, the heterodyne white chaos enables more LSBs directly as output of RBG without any post processing.
Having explored the characteristics of the quantized heterodyne white chaos, attention is now turned to extracting random bits. The random bits are generated by directly extracting LSBs from the heterodyne white chaos as well as the intensity chaos of ECL 1 separately at the sampling rates of 40 GS/s and 80 GS/s. Figure 7 shows the number of passed NIST terms as a function of the number of LSBs retained. As shown in Fig. 7(a1) , for 40-GS/s sampling rate, random bits extracted by retaining up to 5 LSBs from the heterodyne white chaos can pass all the NIST test terms. By contrast, for ECL 1 chaos shown in Fig. 7 (b1) random bits only extracted from LSB or 2 LSBs can pass all the NIST tests. It should be mentioned that for 3-LSB and 4-LSB extraction from the laser intensity chaos the failed NIST terms are "Runs" and "Block-frequency", meaning that the reason is the non-uniform amplitude distribution. Further increasing the number of the extracted LSBs, the NIST term "Approximate-entropy" also fails to pass. This is caused by the reduced bandwidth as shown in Figs. 4(b1) and 4(b2). Benefiting from improvement in bandwidth and distribution, the heterodyne white chaos can be directly converted into random bits with 5-LSB extraction at a sampling rate of 40 GS/s, and then 200-Gbps RBG without post processing is obtained, of which the detail NIST results are listed in Table 1 . As shown in Fig. 7(a2) , further increasing the sampling rate to 80 GS/s, random bits obtained with 5-LSB extraction from the heterodyne white chaos cannot pass the NIST tests, but 4-LSB-extraction random bits still can. The reason can be deduced from autocorrelation traces. For 5-LSB extraction, as indicated by in the red (gray) points in Fig. 8(a) , two neighboring points have a correlation value of 0.01, which means that the sampling rate is higher than signal bandwidth. For 4-LSB extraction the correlation between neighboring points is down to the level of background noise shown in Fig. 8(b) . Therefore, 4-LSB extraction at 80 GS/s can achieve random bits passing the NIST tests, of which the test results are shown in the right column in Table 1 . Thus, the maximum generation rate reaches 320 Gbps. By contrast, the laser intensity chaos of ECL 1 enables only 2 LSBs at most to be selected directly as random bits at 80-GS/s sampling rate, according to Fig. 7(b2) . 
Discussion and conclusion
In experiments, the white chaos can be generated as long as the parameter conditions listed in section 3.1 are satisfied, among which appropriate optical frequency difference and incommensurate external-cavity feedback delays are most fundamental. These conditions can be easily obtained by adjusting corresponding hardwares such as laser driver, temperature controller, variable attenuator and fiber length of external cavity in the generation system, which is expected to be further miniaturized with current monolithically integrated technology. More importantly, the white chaos generated with this system enables minimizing post processing in the multi-bit RBG. This is a step forward for realizing highspeed real-time RBG, which is now under our investigation with single-bit extraction.
In conclusion, a scheme of fast true RBG with minimal post processing based on physical white chaos is experimentally demonstrated. The white chaos has wide flat-spectrum, symmetric amplitude distribution, and no time-delay signature compared with laser chaos generated by external-cavity feedback. Benefitting from these merits, 320-Gbps RBG using LSB extraction without any other post processing is achieved. It is believed that this scheme paves the way for realization of real-time high-speed random bit generation and boosts its applications in the fields of information security.
